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Secure Mobile Device
Access without Barriers

Imprivata Mobile Device Access™

Improving enterprise security is a critical task for every organization. Protecting data from unauthorized access
is one of the highest priorities. Employee access management solutions can help increase enterprise security by
controlling and enforcing authentication access policies and ensuring the ability to report on who accessed what
applications, including how, when, and where the assets were accessed.

Authentication and access management technology can also increase productivity by giving authorized users
secure, fast, and easy access, managing the many passwords that must be used for a multitude of unique
applications, and automatically changing passwords for them when necessary.

Imprivata has teamed up with Zebra Technologies to simplify mobile login security with an access management and
single sign-on solution that is affordable, easy to manage, highly effective, and powerfully secure.

Make Your Enterprise Mobility Secure with Mobile Device Access

Imprivata Mobile Device Access™ is the only solution that offers fast, secure access to mobile devices and
applications that is specifically catered toward the needs of shift-based employees, transient users, and shared
resources environments. Imprivata Mobile Device Access™ offers organizations the freedom to implement critical
security controls without adding tedious, time-consuming workflows for the end users. With Imprivata Mobile Device
Access™ organizations can ensure security without creating barriers:
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Get Stronger Security with

Better Efficiency

Add Secure Communications for a
Robust Experience

Preventing unauthorized access, managing users, and
monitoring device and app access is easier than ever.
Imprivata’s Mobile Device Access™ and Zebra’s smart

badges allow you to do it all quickly and easily, with a

single, easy-to-use solution.

Simplified and Customizable Access Management

e Support for ID/password and optional extra PIN
¢ Unique rules and configuration for each user

o Definable time limits for continued single sign-on
o Easy management with one simple console

Easy Device Hand off between Users

e Simple badge tap to instantly log in or out

e User-specific phone extensions via Zebra
Workforce Connect™

e Automatic logout when users forget to sign out

e Reduced risk of unauthorized or incorrect access

Comprehensive Monitoring and Reporting

o Full visibility into all employee access and device
interactions

¢ Recording of all device and supported app access
events

¢ Central database with hardened virtual or physical
appliance

¢ Out-of-the-box reports for easy monitoring and
audit response

Make the most of your Zebra mobile devices by
pairing Imprivata Mobile Device Access with Zebra
Workforce Connect.

MDA

o Simplify device and application logins among
shared devices

e Lock down your enterprise mobile devices

e Increase visibility into worker access and usage

WFC

e Enable encrypted text messaging between workers

e Turn mobile devices into full-feature walkie-talkies
with Push to Talk

¢ Allow mobile devices to act as desk phones
through Workforce Connect Voice PBX

¢ Improve worker experience by streamlining
workflows and communication

¢ Assign phone extensions based on user profiles
rather than static ones tied to a device

e Enable greater security with an auditable record
of who used the device and how

o Simplify sharing of one device among multiple
users through easy and secure access

Take the First Step Toward Secure Mobile Access Without Barriers

Imprivata Mobile Device Access™ is validated for use on many Zebra mobile phones and tablets.
For a complete list of eligible devices, please reach out to us.

Contact Imprivata to learn more.
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