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Monitor COVID-19 activity with
Imprivata FairWarning Patient
Privacy Intelligence

In an effort to help providers safeguard the privacy of patients affected by
COVID-19 while maintaining manageable workflows, Imprivata FairWarning
Patient Privacy Intelligence has added features to its platform that are custom-
tailored to help healthcare organizations protect patient privacy throughout
the crisis.

PROTECTION LIST

The Protection List helps
providers maintain a master
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including the ones listed ’ i =

below. Patients can be
added to the Protection List
individually or in bulk.

COVID-19 REPORTS

Developed in conjunction with our customers, this set of pre-built analytics and reports monitors for
anomalies and patterns associated with COVID-19 patient record access.
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The reports include:

« Protected Patient Access (for the previous week) « Departments Accessing Protected Patients

« Protected Patients Accessed by a High Number « Users Accessing Deceased Protected Patients

of Users
o Deceased Protected Patients

« Users Accessing Protected Patients
« Discharged Protected Patients

« User Searches for COVID



Monitor COVID-19 activity with Imprivata FairWarning

Patient Privacy Intelligence

THE COVID-19 DASHBOARD

The Dashboard provides a high-level view
that makes it easier for privacy, security, and
compliance professionals to manage COVID-19

patients. It provides a way to summarize risks :
at a glance. You can customize which reports o
to include, and can configure the dashboard .
to show the top or bottom spectrum of a given o
report. For instance, Departments Accessing o

Protected Patients is interesting at both ends
— scanning both the high end and the low (but
not zero) end of the list for departments who
should not be accessing these patients at all.

DASHBOARIES SLPORTS ALERTS INVESTIGATIONS FEOPLE

Top 10 Departments Accessing COVID Patients 2

GOVERNANC

Top 10 Users Accessing COVID Patients

Top 10 Departments Accessing Protected List
Top 10 Protected Patients Accessed*
Top 10 users Accessing the Protected List*
Users Accessing Deceased Protected Patients
Departments With Low Protected Patients Accessed
Users Accessing the Least Amount of Protected Patients
Protected Patients Accessed by the Least Amount of Users
Deceased Protected Patient Count — 7 Days Past Deceased
Discharged Protected Patients — 7 Days Discharged

*High priority
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Top 10 Users Accessing COVID Patients
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Departments With the Least COVID Patient Access

Departments With the Least COVID Patient Access
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Protected Patients Accessed by the Fewest Users “

This dashboard and custom combination of reports gives providers the insight they need to safeguard the data of affected patients,
preventing both HIPAA and policy violations that may lead to a potentially catastrophic breach. The Protected List, new reports, and
COVID-19 Dashboard are available now as part of Imprivata FairWarning Patient Privacy Intelligence at no additional charge, which
leverages Al and rules to provide visibility into impermissible behavior and streamline workflows by monitoring all user activity. Imprivata
FairWarning Patient Privacy Intelligence will continue to enhance these capabilities to meet the needs of healthcare providers as the

impact of COVID-19 continues to grow and change.
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Schedule a demo to start managing your privacy and security incidents today.

Imprivata, the digital identity company for healthcare, provides identity, authentication, and access management
solutions that are purpose-built to solve healthcare’s unique workflow, security, and compliance challenges.

For more information, please contact us at 1781674 2700
or visit us online at www.imprivata.com

Copyright © 2021 Imprivata, Inc. All rights reserved. Imprivata is a are registered trademark of Imprivata, Inc. in
the U.S. and other countries. All other trademarks are the property of their respective owners.
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https://security.imprivata.com/request-demo.html

